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Microdata request
	


Having regard to Commission Regulation (EU) No 557/2013 of 17 June 2013 implementing Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European Statistics as regards access to confidential data for scientific purposes and repealing Commission Regulation (EC) No 831/2002;
Having regard to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (GDPR);
Having regard to the Law of 4 July 1962 on public statistics (the Statistics Law);
Having regard to the Law of 30 July 2018 on the protection of natural persons with regard to the processing of personal data;
	


The microdata request is a procedure outlined by Statbel in order to allow public services, except for tax authorities, and institutions with a scientific research purpose, to obtain pseudonymised data. Your request must be signed by your organisation's legal representative or by a person with such authority. If necessary, you will be asked to provide us with the proof of this delegation of signature. Once completed and sent to Statbel, your request will be processed by the legal, statistical and IT departments, which will provide an opinion to the Data Protection Officer of Statbel. If the latter renders a positive opinion, our Director-General will make a decision establishing the legal basis for the communication of data.
Statbel will then send you an opinion of the DPO and a final draft of the confidentiality agreement setting out the terms of the communication and the obligations with which you must comply. If you agree to this draft, you will be asked to print it in two copies and to have it signed (electronically) by your organisation's legal representative or the person vested with this authority. If necessary and if it has not already been done, you will be asked to provide us with the proof of this delegation. Upon receipt of the signed contract, the data will be made available to you. Please be aware that the data remain Statbel’s exclusive property.
Your request must be prepared in cooperation with a statistician from Statbel, whose identity you will report in the data request form. This obligation allows us to precisely identify your needs and to limit your request to what is necessary. This first contact is also the opportunity to get to know the procedure and to answer any question you may have.
Your request must be completed in an appropriate and timely manner. Failing this, the file will not be processed and you will be asked to correct your request. Your request must be sent electronically in .pdf format for the official signed request and in .docx format in order to facilitate processing. The microdata request must be sent to statbel.datarequests@economie.fgov.be.
As far as possible, the data are made available to researchers free of charge. Statbel therefore does not charge any administrative costs. Only in the case of a tailor-made solution is a fixed amount of €500 required for the additional work. So discuss in advance with the Statbel statistician whether the data requested are standard or not. If an exceptionally large amount of customised work is required to produce the data, Statbel will estimate in advance the number of man-days that will be invoiced according to the Eurostat rate.

	


Given the need to speed up the processing of files, Statbel has set out a simplified procedure which allows you to submit your request via a single form and does not require the conclusion of a confidentiality agreement. Once completed and sent to Statbel, your request will be processed by the Data Protection Officer after consultation with the legal, statistical and IT departments. If the Data Protection Officer renders a positive opinion, our Director-General will make a decision establishing the legal basis for the communication of data.
The simplified request procedure is possible in the following cases:
· Extension of a previous contract;
· Addition of variables to a previous contract;
· New purposes (provided that they are related to the previous purposes and necessary for the extension of the initial research project).
If your organisation meets the above criteria, you can download the simplified request form. Such a communication is subject to the same standards of protection, confidentiality and integrity as the regular communication. Statbel reserves the right, without motive, to refuse the use of the simplified procedure.
	


[image: image2.png]- STATBEL -

La Belgique en chiffres




Microdata request form 
	1. Identification of the request

	Name of the project for which you request data
	Click here to type text.

	Which statistician of Statbel did you contact before submitting this request?
	Click here to type text.

	2. Identification of the organisation submitting the request

	Name
	Click here to type text.

	CBE number
	Click here to type text.

	Address
	Street
	Click here to type text.

	
	Number
	Click here to type text.

	
	Box
	Click here to type text.

	
	Postal code
	Click here to type text.

	
	Town
	Click here to type text.

	
	Country
	Click here to type text.

	Short description of the mission and the legal status of the institution (also the legal basis if applicable)
	Click here to type text.

	3. Contact details of contact person

	Name
	

	First Name
	

	Position
	

	Telephone Number
	

	E-mail address:
	

	4. Personal data of the Controller or the legal representative of the institution requesting the data
The concept of “Controller” is defined in Article 4, 7°, of the General Data Protection Regulation and his/her responsibilities are laid down in chapter IV of this Regulation. In most institutions, this is the head of the organisation, such as the President of a FPS, director-general, rector of a university, etc. 

	Name
	

	First Name
	

	Position
	

	Telephone Number
	

	E-mail address:
	

	5. Identification of subcontractors
The concept of “Processor” is defined in Article 4, 8°, of the General Data Protection Regulation and his/her responsibilities are laid down in chapter IV of this Regulation. For example, research institutes, study agencies, consultants or a trusted third party (TTP) that your organisation will use to couple or analyse the data.

	Does your organisation (controller) process the requested data itself?
☐ Yes
☐ No, the organisation uses the services of a processor whose contact details are indicated here below.

	Name
	Click here to type text.

	CBE number
	Click here to type text.

	Address
	Street
	Click here to type text.


	
	Number
	Click here to type text.

	
	Box
	Click here to type text.

	
	Postal code
	Click here to type text.

	
	Town
	Click here to type text.

	
	Country
	Click here to type text.

	Concrete tasks conferred to the processor
	Click here to type text.

	Is a processing agreement concluded with the processor?
☐ Yes
☐ No

	6. Purposes for which you wish to process the personal data requested (demonstrate that the processing has only statistical and scientific purposes)

	6.1.  Legitimate purpose (legality)
Specify why the intended purpose is, according to you, legitimate. If relevant, specify the legal bases of the processing operation. 

	☐ The processing is necessary to comply with a legal obligation with which the institution must comply
Relevant legislation: Click here to type text.
☐ The processing is necessary for the performance of a task in the public interest
☐ Other (specify) Click here to type text.


	6.2. Specific purposes
Give a concrete description of one or several purposes of the requested electronic communication of personal data.
The purpose is the concrete reason for which the data requested will be processed by the applicant. A general purpose is not sufficient. The purpose(s) for which an applicant wishes to use personal data must be described in a precise and detailed manner.

	Research subject:
	Click here to type text.

	Research purpose:
	Click here to type text.

	7. Frequency of the data communication or of the access to the data requested from the entry into force of the authorisation

	Frequency of data delivery (one delivery may include several reference periods)
	☐ Only once
☐ Periodical (e.g. annually): Click here to type text.

	Justification
	Click here to type text.

	8. Data storage duration

	End date of the desired storage duration (DD/MM/YYYY)
	

	Justification
	

	9. Departments / category of employees who will have access to the data requested

	Click here to type text.

	10. Personal data requested


	10.1. Which data are requested
This information must make it possible to determine the data and variables that will be provided to the applicant. It is necessary to define the information requested in a sufficiently precise way: survey (e.g. EU-SILC), administrative source file (e.g. Belcotax), Statbel statistic (e.g. causes of death), ….



	Click here to type text.


	10.2. Population

The description must allow the population to be precisely delimited (region, age, ... ).


	Click here to type text.


	10.3. Reference period
The description must make it possible to determine the reference periods for which the data are to be supplied or the periods to which the contents of the data refer (e.g. reference years, survey year, quarter, etc.).

	Click here to type text.


	10.4. Which variables or clusters of variables are requested
The data requested can be brought together in one or several clusters of data / study data categories or even in one global data set and be mentioned as such in "data".
The data requested must be relevant and not excessive in relation to the purpose for which it is requested. 
In the box "storage duration and justification", please indicate the period during which you will maintain the data and give an explanation.
On the date of expiry of the confidentiality agreement, the data and back-ups must be destroyed. It is not allowed to continue using the data for the same purposes beyond the authorised period, unless the contract is extended. If the statistical purposes are met before the expiry of the period previously set, the data and back-ups must be destroyed before this deadline, in other words immediately after the statistical purposes are met.


	Data cluster/category or data set 1
	Click here to type text.

	Proof that the data is necessary for the research (data minimisation)
	Click here to type text.

	Data cluster/category or data set 2
	Click here to type text.

	Proof that the data is necessary for the research (data minimisation)
	Click here to type text.

	Proof of proportionality
	Click here to type text.

	Proof that the data is necessary for the research (data minimisation)
	Click here to type text.

	Data cluster/category or data set 4
	Click here to type text.

	Proof that the data is necessary for the research (data minimisation)
	Click here to type text.

	Data cluster/category or data set 5
	Click here to type text.

	Proof that the data is necessary for the research (data minimisation)
	Click here to type text.

	10.5. Are the data coupled to data that Statbel does not have? These are data that the applicant himself makes available to Statbel for coupling in the context of this request because Statbel does not possess them itself.

	☐ No
☐ Yes, answer the following questions:

	Which additional data should be coupled?
	Click here to type text.

	Does your organisation have an authorisation to use these data for this project?
	☐ Yes (please add the authorisation as annex to this request)
☐ No

	Who is responsible for the coupling?
	☐ Statbel
☐ Other (specify): Click here to type text.


	11. Demonstrate that the output (publications) does not allow for the direct or indirect identification of the citizens or enterprises concerned

	Click here to type text.

	12. Was a Data Protection Impact Assessment (DPIA) drawn up in the context of the processing for which the data are requested? A DPIA is not required in the context of this application.

	☐ No
☐ Yes, Please summarise the conclusion below: 
Click here to type text.

	13. Contact details and signature of the Data Protection Officer
In the case of a change of its Data Protection Officer, the organisation will inform Statbel as soon as possible.

	Does your organisation have a Data Protection Officer?
☐ No
☐ Yes, complete the box below :

	Name
	Click here to type text.

	First name
	Click here to type text.

	Telephone number
	Click here to type text.

	E-mail address
	Click here to type text.

	Signature
	

	14. Signature of the Controller or the organisation’s legal representative 
We remind you that the confidentiality agreement sent by the legal department will need to be signed by the legal representative of the organisation or its deputy. 

	☐ I declare on my word of honour that the information provided above is true, correct and complete.
☐  I consent to the data mentioned being used by Statbel to process this request and I declare that I have obtained the express consent of the persons mentioned regarding the use of their personal data.

	Date (if not digitally signed)
	Click here to enter a date.

	Name
	Click here to type text.

	First name
	Click here to type text.

	Position
	Click here to type text.

	Signature
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Declaration on technical and organisational measures
	Technical and organisational measures

	1. Contact details of the security counsellor for the information system 

	Title
	Click here to type text.

	Name
	Click here to type text.

	First name
	Click here to type text.

	Address
	Street
	Click here to type text.

	
	Number
	Click here to type text.

	
	Box
	Click here to type text.

	
	Postal code
	Click here to type text.

	
	Town
	Click here to type text.

	Telephone number
	Click here to type text.

	E-mail address
	Click here to type text.

	External partner
	☐ No
☐ Yes

	Signature
	☐ I consent to my data being used by Statbel to process this request



	2. Obligation concerning the notification of personal data breaches to the Data Protection Authority
In accordance with Article 33 of the General Data Protection Regulation, the controller shall notify the personal data breach to the Data Protection Authority. The latter must intervene as soon as possible, and not later than 72 hours after having become aware of it. Furthermore, pursuant to Article 34 of the same regulation, this breach must also be notified to the data subjects when the personal data breach is likely to result in a high risk to the rights and freedoms of natural persons.
In addition, pursuant to the present commitment and to the confidentiality agreement concluded in order to set out the terms of the data communication, the applicant undertakes to notify any personal data breach to the Directorate-General Statistics – Statistics Belgium without undue delay and not later than twenty-four hours after the notification to the Data Protection Authority.
A personal data breach can take various forms and may include data theft for unlawful use, transmission to unauthorised organisations or any other use failing to comply with the consent expressed by the data subject. It can also be an action or omission that has damaged the data or rendered them inaccurate, or a cyber attack making the information unusable in order to obtain a ransom. 

	Please explain in detail the procedures put in place to ensure compliance with the obligation to report violations of personal data.

Click here to type text.


	3. Does your institution also carry out a control or repression function?

☐ No

☐  Yes, please fill in the box below

	Measures to ensure the confidentiality of the data provided (internal organisation, Chinese wall)
	Click here to type text.


	4. Which technical and organisational measures are taken to protect the data?

	Please explain in detail here the technical and organisational measures to protect the data as much as possible in order to avoid that the data are accessible to persons who are not involved in this processing, that the data are used for another purpose or that an identification of the persons/enterprises involved could be made. 
Click here to type text.


	5. Which technical and organisational measures are taken to protect the data?

	1. A risk assessment for the personal data processed has been carried out and the security needs have been defined accordingly.
	☐ Yes
☐ No

	2. A written document, the information security policy, specifying the strategies and measures chosen to secure the personal data processed has been developed.
	☐ Yes
☐ No

	3. All media involving the personal data processed have been identified.
	☐ Yes
☐ No

	4. The internal and external staff members involved in this processing operation have been informed of their duties with respect to confidentiality and security of the personal data processed deriving both from the various legal requirements and the security policy.
	☐ Yes
☐ No

	5. Appropriate security measures have been introduced to prevent unnecessary and unauthorised physical access to the media containing the personal data processed.
	☐ Yes
☐ No

	6. The necessary security measures have been introduced to prevent physical damages that can compromise the personal data processed.
	☐ Yes
☐ No

	7. The various networks to which the material processing personal data is connected have been protected.
	☐ Yes
☐ No

	8. An updated list of the various persons authorised to access the personal data in the framework of this processing operation, specifying their respective access level (creation, consultation, modification, destruction), has been established.
	☐ Yes
☐ No

	9. An access authorisation mechanism designed to ensure that the personal data processed and the related processing operations are accessible only to expressly authorised persons and applications has been developed.
	☐ Yes
☐ No

	10. The information system has been designed to allow permanent logging, tracing and analysis of access by individuals and logical entities to the personal data processed.
	☐ Yes
☐ No

	11. A check on the validity and effectiveness over time of the technical or organisational measures put in place has been provided for.
	☐ Yes
☐ No

	12. Emergency management procedures for security incidents involving the personal data processed have been put in place.
	☐ Yes
☐ No

	13. Sufficient documentation concerning the organisation of information security in the context of the processing operation in question has been compiled and shall be kept up to date.
	☐ Yes
☐ No

	6. Signature of the security adviser, the controller or the legal representative of the institution?

	☐ I declare on my word of honour that the information provided above is true, correct and complete.
☐  I consent to the data mentioned being used by Statbel to process this request and I declare that I have obtained the express consent of the persons mentioned regarding the use of their personal data.

	Date (if not digitally signed)
	Click here to enter a date.

	Name
	

	First name
	

	Position
	

	Signature
	


1

